


It has been deemed an unfair or deceptive act or practice to disclose a single balance that includes funds other than
what is actually in the deposit account. For example, a customer initiates a balance inquiry at an ATM to determine if
they are able to make a $200 withdrawal. The available balance disclosed is $600 (no other balance or disclosure is
provided); however, the actual balance is only $100 and a $500 overdraft protection line of credit is tied to it. So they
withdraw $200.00. The regulators are indicating the customer has made an uninformed decision, possibly incurred fees,
interest or other unwanted results. This practice is deceptive due to “the omission of material information necessary for the
consumer to consider in making an informed decision.”

There is nothing wrong with making these products available to your customers; however, the method of presenting the
products to the customer should be done in a cautionary manner. You must clearly and conspicuously state the actual
balance separately by itself or along with a separate balance of other funds available (overdraft line of credit, HELOC or
other overdraft product) that can be accessed through the account. Any fees likely to be incurred by the customer should
also be disclosed prior to completion of the transaction. In short, you must provide the customer all of the information
necessary to make a well informed decision.

You may be thinking, “Where have I seen this before?” Well, this is actually one of the best practices disclosed within the
Joint_Guidance on Overdraft Protection Programs® issued on February 18, 2005. The guidance states, “Prominently
distinguish balances from overdraft protection funds availability. When disclosing a single balance for an account by any
means, institutions should not include overdraft protection funds in that account balance. The disclosure should instead
represent the consumer’s own funds available without the overdraft protection funds included. If more than one balance is
provided, separately (and prominently) identify the balance without the inclusion of overdraft protection.””

Many institutions that do not offer a discretionary overdraft protection program simply shrugged off these best practices
thinking they did not apply. However, if you read the document very carefully you’ll see that it not only applies to these
products but also to all other overdraft protection products including lines of credit. Since, these best practices actually
apply to all types of overdraft products you will want to compare them to your current processes, make any necessary
changes and be able to justify any best practices you determine non-applicable. Furthermore, Section 5 of the FTC Act
“applies to all products and services offered by banks, but to every stage and activity, from product development to the
creation and rollout of marketing campaigns, and to servicing and collections.””*

At this point you’re probably wondering about the risks of hon-compliance with Section 5 of the FTC Act. Well, this isn’t
your everyday, technical violation. It’s a much bigger deal. The FTC swings a big hammer and they typically don’t miss!

First, “Depending on the severity of their nature and scope, violation of the FTC Act may adversely affect an institution’s
compliance rating, as well as result in an enforcement action and restitution.”* It could also cause a downgrade to the
bank’s Community Reinvestment Act (CRA) rating [refer to §345.28(c)].

Next, you have to deal with the reputation risk. “Public knowledge that a financial institution engaged in unfair or
deceptive acts or practices — from publication of a cease and desist order, a statement in the institution's public CRA
Performance Evaluation or reports in the media—may result in reputational harm to the institution, lawsuits and financial
damages.”?

Therefore, failure to adequately address actual and potential unfair or deceptive acts or practices could result in restitution,
unfavorable public perception about the institution and its management, unfavorable agency examination ratings and
overall safety and soundness concerns.
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The following excerpt on this topic was issued by the FDIC in their Winter 2006 Supervisory Insights®:

Corrective Action in the Case of Overdraft Protection and Erroneous ATM Disclosures?

In several cases involving overdraft protection, examiners found that the bank provided only a single account balance at its
ATMs reflecting the consumer's actual balance plus the amount of overdraft protection. If consumers did not have
adequate information at the time of their ATM transaction to determine the amount of funds they had available, they could
inadvertently overdraw their accounts and incur overdraft protection fees as well as other charges.

In some instances, the FDIC determined that this practice was deceptive based upon an omission of material information
necessary for the consumer to consider in making an informed decision. The affected banks corrected the problem in
different ways: some posted signs at ATMs that alerted customers that withdrawals might overdraw accounts and trigger
fees; others took steps to ensure that ATMs showed actual account balances. The FDIC required banks to identify and
reimburse all consumers who were charged overdraft protection and other fees as a result of the initial practice.

Armed with the information in this article, including the warnings and materials referenced from the various regulatory
agencies, it is imperative for you to determine how you are disclosing balances and address any potential UDAP issues. If
your examiners haven’t reviewed this in the past, you can expect the topic to arise at your next examination. Be prepared,
be proactive and correct or address any deficiencies as soon as possible. If you have to make corrections, document how
you identified the problem and the steps taken to resolve the issue. Save the information and provide it to the examiners if
they ask.

Footnotes:

'Federal Reserve Board “Consumer Compliance Examination Procedures for the Unfair or Deceptive Acts or Practices Provisions of
Section 5 of the Federal Trade Commission Act” 6 November 2007
http://www.federalreserve.gov/boarddocs/caletters/2007/0708/caltr0708.htm

%Federal Deposit Insurance Corporation “Supervisory Insights, Chasing the Asterisk: A Field Guide to Caveats, Exceptions, Material
Misrepresentations, and Other Unfair or Deceptive Acts or Practices” Vol. 3, Issue 2 Winter 2006
http://www.fdic.gov/requlations/examinations/supervisory/insights/siwin06/article02_chasing.html

3 «Joint Guidance on Overdraft Protection Programs” 18 February 2005
http://www.federalreserve.gov/BoardDocs/srletters/2005/SR0503al.pdf

“Federal Reserve Board “Section 5 of the FTC Act” Federal Reserve Examination Procedures 11 March 2004
http://www.federalreserve.gov/boarddocs/caletters/2007/0708/07-08 attachment.pdf
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FACTA - Red Flags and Address Discrepancy Rules . . .

As we reported in last month’s newsletter, the regulatory agencies issued joint final rules implementing Sections 114 and
315 of the Fair and Accurate Credit Transactions Act of 2003 (FACT Act). Mandatory compliance with the final rules will
be November 1, 2008. Here is a summary of the final rules.

Section 114 of the FACT Act® requires each financial institution (sorry, but this means YOU) to develop and implement a
written ldentity Theft Prevention Program (Program). The Program should be designed to detect, prevent and mitigate
identity theft. Like most newly released requirements, the Program must be risk based for your institution.

Your Program must contain the following “pillars” (similar to BSA):

1. Approval of the written Program from the board of directors or an appropriate committee of the Board;

2. Involvement of the board of directors, an appropriate committee, or a designated senior level employee (a “FACT Act
Officer”) in the oversight, development, implementation and administration (to include an annual report to the board of
directors) of the Program;

3. Staff training; and,
4. Due diligence (oversight) of service provider arrangements.

Let’s expand upon the first requirement. The Program must include reasonable policies and procedures designed to:
1. ldentify Red Flags your institution is likely to encounter;

2. Document how your employees are to detect these Red Flags;

3. Respond appropriately (risk based) to these Red Flags; and

4. Ensure the Program will be updated periodically.

Appendix J of the regulation (beginning on page 170) lists numerous guidelines. You must consider and include in your
Program any guidelines you believe are appropriate. Although not required by the Regulation, you should also be prepared
to justify any guidelines you excluded.

If your institution offers debit or credit cards, there’s more for you. Your policies and procedures should be designed to
verify the validity of an address change. (This requirement applies to payroll cards but does not currently include gift
cards.)

Section 315 of the FACT Act® (begins on page 72) pertains to address discrepancies when a credit report is pulled. If you
use credit reports, you are required to have policies and procedures that ensure that the consumer is who they say they are
(and not an identify thief) when the consumer report has an address discrepancy.

This probably sounds very similar to the CIP requirement. It’s the same, but different (come on, we’re trying to have a
little fun here). The use of a financial institution’s CIP procedures may not meet the requirements of this section as the CIP
requirements allow verification to occur after an account has been opened. Section 315 requires verification prior to an
account being opened.

You must have policies and procedures to address situations when you pull a consumer report and it contains an address
that is different from the one provided to you by the consumer. You must ensure the consumer report relates to your
customer.
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Then, if you establish a continuing relationship and you report information to a credit reporting agency, you must:

1. Identify and verify any address discrepancies; and,
2. Report the confirmed address to the credit reporting agency when the transaction is next reported.
3. This “uploading” requirement only applies if you report to Equifax, TransUnion and Experian.

Let me say this in a different way. If you do not report information to a consumer reporting agency, compliance with the
reporting requirement is not applicable. However, you must still comply with the identity verification requirement.

November 1, 2008, may seem like a long time from now but it will come quickly. Don’t let these new requirements slip
by. Be proactive and get started so you have ample time to research, identify risks, take preventive measures, train and
implement the best FACT Act Program for your financial institution. Also, remember examiners like to inquire as to how a
financial institution is planning to comply with new requirements; therefore, a proactive approach will make you and your
financial institution look good. Who knows, your examiners may even help you out by providing tips and examples from
other Programs they have seen along the way!

Footnotes:
! http://www.ftc.gov/0s/2007/10/r611019redflagsfrn.pdf

HOEPA Threshold Adjusted . . .

Effective January 1, 2008, the fee based trigger amount used to calculate whether a loan is subject to HOEPA was increased
to $561 (up from $547 last year). We have updated the HOEPA worksheet on our website with the noted change. If you
have a copy of the HOEPA worksheet saved on your computer, you will need to download the 2008 version and replace all
of your existing copies. You can access the worksheet at: http://www.bankerscompliance.com/compliance-resources/free-
downloads.htm.

Address Change for Federal Reserve Banks . . .

We reported in our November 2007 newsletter that the Federal Reserve Board announced the address disclosed on Adverse
Action Notices AND Equal Housing Posters for Federal Reserve regulated institutions had changed. The change was
effective October 29, 2007; however, institutions have until October 1, 2008, to comply with the new rule.

We also reported that there was a discrepancy between the Federal Register and the Consumer Affairs Letter released by
the Federal Reserve Board in regards to whether the phone number must be included with the address. We have confirmed
with the Federal Reserve Board that the phone number is required. The new address is:

Federal Reserve Consumer Help Center
P.O. Box 1200

Minneapolis, MN 55480

Toll Free Number (888)851-1920

Fax Number (877)888-2520

TDD Number (877)766-8533

Financial institutions may print new posters themselves with the new address, print stickers with the new address to be
placed over the address on existing posters or order copies of the poster from the Federal Reserve Board. Requests for the
poster can be made by calling 202-452-3245 or writing to: Board of Governors of the Federal Reserve System,
Publications Fulfillment, MS-127, Washington, DC 20551.

Banker’s Compliance Consulting designs and sells Adverse Action Notice forms (2-page carbonless) with the new address.
Please call our office at 800-847-1653 for more information.
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Real Estate Matrix Updated . . .

We have updated our Real Estate Matrix (version 6.2) and it is now available on our website. A minor verbiage change
was made in paragraph six on the back of the Matrix. This was not due to a change in regulatory requirements but merely
to clarify some issues regarding right of rescission requirements.

A few clients have asked us to include the “joint intent” and/or the “notice to home loan applicant” requirements to the Real
Estate Matrix. We value your input and opinions; however, we have decided not to include these requirements in the Real
Estate Matrix. The applicability of the regulations included on the Real Estate Matrix depends on three factors: 1) the type
of security, 2) the use of the security, and 3) the use of the loan proceeds. Joint intent and the notice to home loan applicant
are not dependant on these three factors; therefore, do not fall within the intended scope of the Matrix. Joint intent applies
to all loan requests and is not unique to real estate transactions. The notice to home loan applicant is dependent upon
whether an institution uses a credit score.

You can download an updated Real Estate Matrix at: http://www.bankerscompliance.com/compliance-resources/free-
downloads.htm

Bank Secrecy / Anti-Money Laundering Seminar. . .

We will be holding our annual BSA/AML seminars in February 2008. It is perfect for BSA Officers, Compliance Officers,
Auditors and Senior Management. This seminar will help you get prepared for your BSA/AML Examination. Once you
register, you are encouraged to pre-submit any questions you have regarding the topics covered in the seminar to our
email address: consultants@bankerscompliance.com .

You may register by mailing in the registration form or simply registering online:
http://www.bankerscompliance.com/products/cart.php?target=category&category id=8 .

We will address your questions during the seminar. But there’s more! After the seminar, we'll send you an email with your
questions AND ALL OF THE ANSWERS! So get registered and submit those questions to us. This seminar brochure has
all the details you need.

Banker’s Compliance Consulting January 2008 6
www.bankerscompliance.com
800.847.1653



http://www.bankerscompliance.com/compliance-resources/free-downloads.htm
http://www.bankerscompliance.com/compliance-resources/free-downloads.htm
http://www.bankerscompliance.com/compliance-resources/free-downloads.htm
mailto:consultants@bankerscompliance.com
http://www.bankerscompliance.com/products/cart.php?target=category&category_id=8
http://www.bankerscompliance.com
http://www.bankerscompliance.com/assets/files/Seminars/2008_BSA.pdf

BANKER’S COMPLIANCE CONSULTING

Y2 Day Seminar Tailored

For: Presents:

o BANK SECRECY ACT / ANTI-
e  Auditors MONEY LAUNDERING
e  Senicr Management SE M I NAR 2008

BONUSH! ~ Pre-submit Registration: 12:00 pm
your questions by email

and we’ll answer them

during the seminar. Program: 12:30 — 4:30 pm

Get prepared for your BSA/AML Examination/!

Key Program Topics

This seminar will give you the latest information and guidance to
help your bank meet BSA compliance requirements. This
program will thoroughly examine the BSA rules and provide you
with sound industry practices, policies and procedures to assist
you in developing and implementing your financial institution’s
BSA compliance program.

e  Revised Examination
Procedures and How They
Impact Your Institution

e  Requirements of a BSA

Program SEMINAR LOCATIONS
¢ Understanding the Real February 4 Sioux Falls, SD
REK Ramada Inn — Airport
o EffectiverTransaction 1301 W Russell Rd 605-336-1020
Testing
February 5 Omaha, NE
e  Learn What Examiners are Embassy Suites
Expecting From Your 555 S 10™ St. 402-346-9000
Institution
February 6 North Platte, NE
Holiday Inn Express
300 Holiday Frontage Rd  308-532-9500
Banker’s Compliance Consulting February 7 Grand Island, NE
P.0. Box 87 Midtown Holiday Inn
Central City, NE 68826 2503 S Locust St. 308-384-1330

Ph: 800-847-1653
Fax: 308-946-2147
www.bankerscompliance.com




BANK SECRECY ACT/ANTI-MONEY LAUNDERING SEMINAR 2008

THE PRESENTERS ABOUT BCC

David Dickinson, President, CRCM Banker's Compliance Consulting provides a unique service to

financial institutions. Effective compliance training is no longer an
option; it is a necessity for every bank. Banker's Compliance
Consulting has a proven solution to your compliance and auditing
needs, personally ensuring consistency in interpretations of the

Jerod Moyer, Consultant, CRCM

To learn more about the presenters
visit our website at

www.bankerscomplicance.com ever-changing rules and regulations. Our Consultants

understand the technical aspects of the regulations that are being
While there, check out the commonly misunderstood, the practical application of the
Compliance Resources section for regulations, as well as the examiner’s interpretations that are not
free downloads and articles! readily available to the banking industry.

REGISTRATION DEADLINE IS TWO WEEKS PRIOR TO SEMINAR

Don’t forget to pre-

SLEL ol BEA Mail this form with payment to:

?ou_esuons via email Banker’s Compliance Consulting
cdnsultants@bankers PO Box 87, Central City, NE 68826

compliance.com Sioux Falls Registrants Must Add 5.92% Sales Tax to Payment

You may also register at www.bankerscompliance.com.

Bank
PO Box City State Zip
COST " E—
$219.00 Per Person (includes Phone Fax

resource manual)

*Sioux Falls must add 5.92% sales tax. ReQIStrant 1

Email
REFUND POLICY: Registrant 2
You will receive a full refund if you
cancel two weeks prior to the seminar. Email
e Alternative Parking Registrant 3
Available At Embassy
Suites Parking Lot on Email

South 11" Street ) )
Location Attending: (Check One)

e Itis recommended to bring
a sweater or jacket. | Sioux Falls — Mon. Feb. 4 | Omaha - Tues. Feb. 5

Temperature control can
be delicate. "] North Platte — Wed. Feb. 6 (] Grand Island - Thurs. Feb. 7





